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Executive Summary 
On February 24, 2012, the New York Independent System Operator (NYISO) experienced a disruption of 

Inter-Control Center Communications Protocol (ICCP) data communications impacting real-time data 

collection with Consolidated Edison, Central Hudson, Long Island Power Authority, and Orange and 

Rockland for forty-six (46) minutes.  Direct metering data communications were available to help maintain 

situational awareness throughout the duration of the event. 

 

This report is intended to summarize the partial loss of data systems that occurred on February 24, 2012 

as required to satisfy New York State Reliability Council Reliability Rule measurement J-M3.  The report 

describes the problem and its relationship to the control of the NYS Bulk Power System, the cause of the 

problem, the corrective action, and implementation schedule.
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1. Problem and Relationship to the NYS Bulk Power System 
The NYISO’s ICCP data communication links with four (4) Transmission Owners failed to establish after a 

software failure at 11:32 EST on February 24, 2012.  This impacted the NYISO’s ICCP data 

communications and real-time data collection with Consolidated Edison, Central Hudson, Long Island 

Power Authority, and Orange and Rockland.  Information Technology (IT) staff were immediately 

engaged to restore service.  After a server reboot, the ICCP data communications were restored with 

these Transmission Owners by 12:18 EST on February 24, 2012. 

 

Direct metering data was available to help maintain situational awareness throughout the duration of the 

event.  In addition, the NYISO’s voice communication systems remained intact throughout the incident. 

 

2. Cause of Incident 
The software failure left the system in a state where some Transmission Owner entities remained 

connected to the server with the failed software.  This prevented these entities from automatically 

establishing a new ICCP data communication link with one of the NYISO’s redundant servers as 

designed for high-availability.   

 

3. Corrective Actions 
IT staff were immediately engaged to restore service.  After a series of troubleshooting actions, the server 

with the failed software was rebooted.  The server reboot forced these Transmission Owner entities to 

establish a new link with one of the NYISO’s redundant servers.  As a result of this action, ICCP data 

communications were restored with these Transmission Owners by 12:18 EST on February 24, 2012. 

 

The software on the failed system was also restored to a fully functional state with the server reboot.  This 

was initially verified by performing diagnostics on the system.  Later, in a planned event at 13:22 EST on 

February 24, 2012, the NYISO switched back to this server as primary and verified that the Transmission 

Owner links established automatically without incident. 
 

4. Implementation Schedule 
The NYISO is currently testing an ICCP software upgrade and is planning to deploy the new configuration 

to production by May 2012. 
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